Network administration – the final test
Multiple choice questions
1. Different computers are connected to a LAN by a cable and
· Telephone lines 
· Special wires
· Interface card
· Modem
	
	2. 2. How long is an IPv6 address?

	
		
	· 32 bits

	
	· 48 bits

	
	· 64 bits

	
	· 128 bits





3. What flavor of Network Address Translation can be used to have one IP address allow many users to connect to the global Internet?
· NAT
· Static
· Dynamic
· PAT
4. What command is used to create a backup configuration?
· copy running backup
· copy running-config startup-config
· config mem
· wr mem
5. Which of the following is the valid host range for the subnet on which the IP address 192.168.168.188 255.255.255.192 resides?
· 192.168.168.129-190
· 192.168.168.129-191
· 192.168.168.128-190
· 192.168.168.128-192
6. To back up an IOS, what command will you use?
· backup IOS disk
· copy ios tftp
· copy tftp flash
· copy flash tftp
7. Where is a hub specified in the OSI model?
· Session layer
· Physical layer
· Data Link layer
· Application layer
8. What is the function of a switch in a Cisco network?
· To connect multiple LANs together
· To connect a LAN to a WAN
· To provide power to network devices
· To manage network security
9. Which protocol is used to send a destination network unknown message back to originating hosts?
· TCP
· ARP
· ICMP
· BootP
10. What is the function of a VLAN in a Cisco network?
· To divide a physical network into logical networks
· To connect multiple LANs together
· To provide power to network devices
· To manage network security
11. What is the command to configure an IP address on a Cisco router interface?
· ip address
· interface ip address
· ip interface
· address ip
12. What is the purpose of a VLAN? 
· To provide wireless access to the network 
· To isolate network traffic between devices
· To connect multiple networks together 
· To assign unique IP addresses to devices
13. Which of the following is the most common central device used today to connect computers to a network?
· Hub
· Switch
· SOHO router
· VPN router
14. Which routing protocol uses a metric that is based on bandwidth and delay?
· RIP 
· OSPF 
· EIGRP 
· BGP 
15. Which of the following is used to isolate a group of computers within an organization?
· WLAN
· WAN
· VLAN
· Internet
16. Which type of cable is used to connect a PC to a switch? 
· Crossover cable 
· Straight-through cable 
· Rollover cable 
· Fiber optic cable
17. Which protocol is used to automatically assign IP addresses to devices on a network? 
· DNS 
· SMTP 
· DHCP 
· FTP
18. Which command is used to configure a static route in Cisco routers? 
· ip route 
· route add 
· add route 
· configure route
19. Which model is used to describe how data communication occurs between hosts?
· Server-centric model
· Workgroup model
· Peer-to-peer model
· OSI reference model
Short answers
20. The application layer in the OSI model covers HTTP, FTP, and RDC.
21. The session layer of the OSI model is used to create a connection so that a host can transfer files.
22. The data link layer of the OSI model includes VLANs.
23. The UDP protocol is used as the transport protocol for a video application.
24. The physical layer in the OSI model includes the cable and network adapters.
25. The transport layer in the OSI model is included in the TCP/IP model.
26. A layer 3 switch is similar to a router.
27. A host is a single computer or device that connects to a TCP/IP network.
28. If you want to connect a computer directly to another computer without using a switch, you should use a crossover cable.
29. WPA2 is the most secure encryption used in wireless networks.
30. SSID is used to identify a wireless network.
31. For IPv4, Class D is used for multicasting.
32. 254 is the maximum number of hosts you can use for each subnet that belongs to a class C address.
33. Multicast address is used to send a single set of packets to multiple hosts.
34. Default gateway defines the nearest router for a host.
35. DNS server is used to translate host names to IP addresses.
36. NAT is used to remap private addresses to public addresses and back.
37. Subnet is used to describe a smaller network that is part of a larger network.
38. There are 128 bits in an IPv6 address.
39. 2001:4212:0000:34DB:0000:0000:0000:4231 is a MAC address.
40. A dynamic address is assigned by a DHCP server.

True / False

1. IPv4 address has 48 bits – False
2. A router is a layer 2 device that forwards data packets based on MAC addresses – False
3. In a VLAN, all devices share the same broadcast domain – True
4. ipconfig command displays the IP address, subnet mask, and default gateway of the system you are currently on – True
5. A subnet mask of 255.255.255.0 means that the network can have up to 254 hosts – True
6. The switch operates at the data link layer of the OSI model – True
7. DHCP protocol automatically configures IP configuration for a client – True
8. Network Address Translation (NAT) allows multiple devices to share a single public IP address – True
9. DNS allows a user to connect to a corporate network using the internet – False
10. RIP routing protocol is the most popular distance-vector routing algorithm used to determine the best routes within a network – True
11. OSPF routing protocol is the most popular link-state protocol used within a large organization – True
12. When a packet traverses a network, each router is a hop – True
13. A switch is used to send packets from one network to another network – False
14. The function of a router is to provide IP subnet masks for hosts – False
15. If a router cannot determine the next hop for a packet, the router will forward the packet to the default route – True
16. In Star physical network topology each computer is connected to a central point – True
17. Extranet is a private network that allows members of an organization to exchange data – False
18. To protect a network when it is connected to the Internet, you should use a firewall – True
19. HTTP protocol can be used to encrypt packets on the Internet – False
20. A network device that associates a Media Access Control (MAC) address with a port is a Router – False

Correspondence questions
1. Question 1 
	IPv4 address 
	A unique numerical identifier of a device in a computer network consisting of 32 bits.

	MAC address
	unique combination of numbers and letters 48 characters long

	IPv6 address
	A unique numerical identifier of a device in a computer network consisting of 128 bits.



2. Question 2
	Mesh topology
	Every computer connects to every other computer; no central connecting device is needed

	Star topology
	Each computer is individually wired to a central connecting device (hub, switch or SOHO router) with twisted-pair cabling

	Ring topology
	In a LAN environment, each computer is connected to the network using a closed loop



3. Question 3
	[bookmark: _Hlk101362712]File server
	A computer responsible for the storage and management of data files

	Print server
	Software or device that allows a group of wired and wireless network users to share a printer in a home or office

	Database server
	A networked computer on a network dedicated to database storage and data retrieval from the database



4. Question 4
	Physical layer
	The physical and electrical medium for data transfer

	Datalink layer
	This layer establishes, maintains, and decides how transfer is accomplished over the physical layer

	Network layer
	This layer is dedicated to routing and switching information to different networks, LANs



5. Question 5
	Transport layer
	This layer ensures error-free transmission between hosts through logical addressing

	Session layer
	This layer governs the establishment, termination, and synchronization of sessions within the OS over the network and between hosts

	Presentation layer
	This layer translates the data format from sender to receiver in the various OSes that may be used

	Application layer
	This layer is where message creation—and, therefore packet creation—begins



6. Question 6
	Straight through cable

	Used to connect a computer to a central connecting device like a switch

	Crossover cable

	Used to connect like devices to each other, for example, a computer to another computer, or a switch to another switch

	STP cable
	Has an aluminum shield inside the plastic jacket that surrounds the pairs of wires

	Fiber optic cable
	Transmits light (photons) instead of electricity, and this light is transmitted over glass or plastic



7. Question 7
	DHCP
	An application protocol that allows network devices to automatically obtain an IP address and other parameters

	NAT
	A mechanism in TCP / IP networks that allows you to convert the IP addresses of transit packets

	PAT
	Port based address translation technology



8. Question 8
	IPSec
	A protocol within the TCP/IP suite that encrypts and authenticates IP packets

	DNS
	A worldwide service that resolves host names to IP addresses

	WINS
	A service that resolves NetBIOS names to IP addresses



9. Question 9
	Dynamic routing
	is implemented by dynamically configuring routing tables

	Static routing
	is one that has been manually configured

	Routing
	is the process of moving data across networks or internetworks between hosts or between routers



10. Question 10
	RIP
	A dynamic protocol that uses distance-vector routing algorithms to decipher which route to send data packets

	OSPF
	A link-state protocol that monitors the network for routers that have a change in their link state

	BGP
	A core routing protocol that bases routing decisions on the network path and rules



11. Question 11
	LAN
	is a computer network that usually covers a relatively small area or group of buildings

	WAN
	is a global computer network. Simply put, it's the internet.

	X.25
	communications protocol was one of the first implementations of packet switching, and it is still in use today



12. Question 12
	DSL
	is a family of technologies that provides data transmissions over local telephone networks

	FDDI
	is a standard for transmitting data on optical fiber cables at a rate of around 100 Mbps

	VLAN
	a group of hosts with a common set of requirements that interact as if they were connected to a broadcast domain regardless of their physical location



13. Question 13
	VPN
	technologies that provide one or more network connections over another network, such as the Internet

	SSH
	application-level network protocol that allows remote control of the operating system and tunneling of TCP connections

	Telnet
	this is a means of communication that establishes a transport connection between terminal devices and clients



14. Question 14
	NSLookup
	displays information about DNS names and their corresponding IP addresses, and it can be used to diagnose DNS servers

	NetStat
	is used to display active TCP (or UDP) connections

	NbtStat
	displays NetBIOS over TCP/IP statistics for local and remote computers



15. Question 15
	Ping
	A command for checking the integrity and quality of connections in networks based on TCP/IP

	Tracert
	command line utility that can be used to trace the path that an Internet Protocol (IP) packet takes to its destination

	Ipconfig 
	one of the most frequently used network utilities in Windows, because it allows you to quickly and most importantly conveniently view the network adapter settings in Windows



16. Question 16
	Network layer
	layer of the OSI model responsible for routing data between different networks

	FTP
	protocol used to transfer files between devices over a network

	Transport layer
	layer of the OSI model is responsible for establishing a reliable data transmission between applications



17. Question 17
	default gateway
	used to forward data packets between different networks

	hub
	a layer 1 device that broadcasts all data packets to all connected devices

	switch
	a layer 2 device that selectively forwards data packets to their intended recipients



18. Question 18
	SSH
	protocol used to securely access network devices remotely

	loopback interface
	used to provide a reliable local address for the device, for testing and management purposes

	subnet mask
	used to determine the network and host portions of an IP address



19. Question 19
	OSPF
	routing protocol uses a link-state database to calculate the best path between networks

	VLAN
	used to segment a network into smaller broadcast domains for security, scalability, and management purposes

	ARP
	used to store the mappings between IP addresses and MAC addresses for faster data forwarding



20. Question 20
	session layer
	layer of the OSI model responsible for establishing sessions between applications

	subnet
	used to divide a network into smaller logical segments for better traffic management and security

	RIP
	protocol used to manage the routing table of a Cisco device



